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Detecting Common Weakness Enumeration(CWE) Based on
the Transfer Learning of CodeBERT Model

Chansol Park’ - So Young Moon™ - R. Young Chul Kim™"

ABSTRACT

Recently the incorporation of artificial intelligence approaches in the field of software engineering has been one of the big topics.
In the world, there are actively studying in two directions: 1) software engineering for artificial intelligence and 2) artificial intelligence
for software engineering. We attempt to apply artificial intelligence to software engineering to identify and refactor bad code module
areas. To learn the patterns of bad code elements well, we must have many datasets with bad code elements labeled correctly for artificial
intelligence in this task. The current problems have insufficient datasets for learning and can not guarantee the accuracy of the datasets
that we collected. To solve this problem, when collecting code data, bad code data is collected only for code module areas with
high-complexity, not the entire code. We propose a method for exploring common weakness enumeration by learning the collected dataset
based on transfer learning of the CodeBERT model. The CodeBERT model learns the corresponding dataset more about common weakness
patterns in code. With this approach, we expect to identify common weakness patterns more accurately better than one in traditional
software engineering.
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Fig. 2. Previous Code Visualization Tool Chain

private Vector<Integer> cho() {
Vector<Integer> cbo = new Vector<Integer>();
tzy {
Statement stat = con.createStatement();
int numberofClass = stat.executeQuery("SELECT COUNT (*) FROM class:").getInt(1):
for(int i = 1; i < number0fClass+l; i ++) {
HashSet<Integer> relation = new HashSet<Integer>();
ResultSet targetRS = stat.executeQuery ("SELECT * "
+ "FROM class_relationship "
+ "WHERE origin class_id = "+i+";");
while (targetRS.next()) {
relation.add(targetRS.getInt ("target_class_id"));
}
targetRS.close() ;
ResultSet originRS = stat.executeQuery ("SELECT * "
+ "FROM class_relationship "
+ "WHERE target_class_id = "+i#+";");
while (originRS.next()) {
relation.add(originRS.getInt ("origin class_id")):
}
originRS.close();
cbo.add (relation.size());
}
stat.close();
} catch (SQLException e) {
e.printStackTrace () ;
}

return cbo;

Fig. 3. Example Code Complexity Rule
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Table 1. Data Labeled by PMD

CWE Entry| Number of Labeled Data | Number of Total
D (Line) Data (Line)
True 250,918
400 False 11,642,208 11,893,126

Table 2. Data Labeled by Code Visualization Tool Chain

CWE Entry| Number of Labeled Date | Number of Total
ID (Line) Date (Line)
True 7,981
400 False 10,697,884 10,705,865

Table 3. Confusion Matrix of PMD Dataset

Classification Result

False True

Juliet Java 1.3| Good Case 1,596 4,440
Label Bad Case 482 1,953

Table 4. Confusion Matrix of Code Visualization
Tool Chain Dataset

Classification Result

False True

Juliet Java 1.3| Good Case 719 5,317
Label Bad Case 413 2,022
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