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ABSTRACT

We receive location and time information from the GPS, the US global satellite navigation system, and use
it for navigation, but it has an error of several tens of meters. When precise location information is required,
such as in aviation or autonomous driving, precision reinforcement services are required to correct errors, so
services with high accuracy are being prepared overseas. Spoofing attacks on these satellite navigation
messages can cause social and economic chaos and damage by disturbing the positions of air and ships. Since
attacks on GNSS, which have become increasingly diversified and sophisticated, can be more lethal in the
precision correction service, research on satellite message authentication is needed. Since the authentication
method inevitably varies depending on the characteristics of each GNSS transmission speed or message
structure, etc., research on GNSS authentication is being conducted in each country. In this paper, we propose
authentication methods for civilian satellite navigation data and precision reinforcement messages that can be

applied to the KPS, which is being promoted in Korea.
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TAE L, 2 Rzl a8 13} 32o] E713E
213+ 16H]E Sync, S A]A] 2928] E Data part, =L
2|3 6V E Tail2 FAEe] 12%0l] 24 #53ch
Data partell+<= TLM, Sub ID, CRC 5°] 47} AJH
el FEAHRE EFE I pA] 2330 B A B
ZH YR o} FHog pAEL B =EdxE
2338|E ol E3FE] 3H[ES] spare BIEE Q1S
23t d#HW T Seqz ARE3RICE o] 3 0~7%HS 7}
A F gleme 12%2%8=96%v|c} $EHEch

. Super
e [ D [ e i

48 sec - e
‘ Subframe 1 ‘ Subframe 2 Subframe 3 Subframe 4 Frame
12 sec - Sel
= Sync 2 Tail . Sub
16 bits PEDUERAETHIT ‘ 6 bits | frame
1 ing FEC Coded N
| L
1 35
' — N
Start Bit # |1 9 26 [27 |28 |30 |33 263
Bit Length 8 17 1 1 2 3 230 24
Auto | Sub
Data TLM [TOW( Alert Nav | 1D Seq Data CRC

% 1. NAV HAR] 29
Fig. 1. NAV message format

4.2 ¥UEH ojAIx] 2=

AAZY 7P FASRREY] 9le de] QZSS
CLAS HIAAE L6 G thE o]-8-8te] 2000bps 2
Au| gl B ATl o] HIAIR] F3el| 7|uks)
o Q15 WS AAlEIIE wiAA] R a2d 29
Zo] shte] wiAA= 67]e] ABzeqler A%
o} 72t ABzdyde 7|22 5702 1695H]E Data
parte} ASE $l8 & AFollA F718E 1702 Data
part= A%tk 7} Data partolli= 498] E 3|ti<} 256
H|E Reed-Solomon T =7} F7hEe] A4},

49v| E dtjolli= 1 33} o] YAS AEE 4
3= PRNF | A[#] Az} ID7} E3kE o] glrk
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E Data Part e socnon
2 1695 bits e

surmauE ez wes wea 3
10,170 bas 10170 bis 10170 bas 10170 bas 10.170 bas 10170 bas

a2l 2. CLS wWAA] Z
Fig. 2. CLS message format

1 33 41 49

Preamble PRN L6 Message Type ID
3z BITS 8 BITS BBITS

Alert” Flag - 1 BIT J

a2l 3. CLS wAA &l
Fig. 3. CLS message header

7} Data parts 74d3}= 352 Subtypeell e}
dejzic}, 7P WA A$5= Subtype 1 (Compact
SSR Mask)ell= o] F-ll #55= AduA] doleel
gt ARE AlFehs dv)e] JEe 3 F olF
AgE= BA ARIT ofd $1449] o Al gt
dlo|eelx]E Ll 13 49} 70| Headeroll:=
HFE-E] = GNSS 75*(No. of GNSS)7} E3=o] )
3, L S A1 dlelE ol sl $14d+
Azl vkz AHR7E Zog)ek

Subtype 1o =31 AW we} 23 59} %o
Subtype "A[A|Ee] Ak 7z 4Bz le] 6w
A2 A== Subtype 1590 - a3 ollx] S} A2
g Q1% AR} 2EEE AAEIL

T2 4. Type 1 7%
Fig. 4. Structure of Subtype 1
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Qo] A%, 42400 7143 ALuA WAAE 6
zobc} Apzmeele] MEEE 27 63} o] ¥
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= 18 EH AR 2 SR ARRAWAA S

SF Sec
1 |Header] S11__ | 513 | BH [_sia RS
2 |Header| 514 [s77] ST6 [ ST RS
1| 3 |Header 5T12 RS.
4 |Header| sTi2 | <16 | 5T12 RS
5 | Header sT12 | _sti1 [REVD | RS
6 | Header ST15 RS
7 |Header[ 573 | ST | sT12 RS
& | Header ST12 RS
o [ 9 [Header STi2 [ s16 RS
10 | Header 5T12 RS.
11 | Header sT12 [ ST11__| RESERVED. | RS
12 | Header ST15 RS.
13 [Header| ST3 | 516 | STi2 RS
14 [Header sT12 | 16 RS
5 [ 15 [Header| ST6 [ STz RS
16 | Header 5Ti2 RS.
17 | Header 5Ti2 [ sTii | RESERVED RS
18 | Header 5T15 RS.
19 [Header| ST3 | 516 | 5112 RS
20 | Header 5Ti2 RS.
4 | 21 [Header| sT12 5T6 I STi2 RS
22 | Header 5712 RS
23 [Header <712 [ st | RESERVED RS
24 | Header ST15 RS
25 [Header| 573 | 516 | ST12 RS
26 | Header ST12 [__s16 RS
5 [ 27 [Header| sT6 I 5712 RS
28 | Header £T12 RS
29 | Header 5T12 [ ST ] RESERVED RS
30 | Header ST15 RS
31 [Header| 513 | ST6 | ST12 RS
32 | Header 5T12 RS.
¢ |33 [Header| sTi2 [ STt | ST6 RS
34 [Header ST6 | STi2 RS
35 | Header sTi2 | RESERVED RS
36 | Header ST15 RS.

T2l 5. Subtype 2% ~AE
Fig. 5. Transmission schedule of Subtypes

1 2 3 4
123456789012345678901234567890123456789012345678
NAV SF [ 1 2 3 T 4

Sec.

NAV 1 Frame —

cLs sF [172{37415) 6]1.21314/5:6] 1121 3/41516] 112/314156] 1:23747516] 1 2131415/6] 1213/4]516] 1:2{3:41 5.6
CLS 1 Frame

a2 6. FuAA e AERA WAAe] 5]
Fig. 6. Synch. of Navigation message and CLS message
AR 12Evk) BlskEnh AuRA A
7y Bz 61 Data partell 15 AHH(CIAE
A E Ak 271 Wieks Al

A el gt TR Akt AR w4
A NG EIAE ATBEhS 27 Sigyay o Sigenseh
a1 812k Q1% Hiek 12 23] 73} o] EA) AR
= dwd AURA] wA)Z] ABZH AL 1~5
H Data partel] gk x| Aqwzkel Sig oo A
shar, A<l A ellele Sige, ok W o A
we)9)s} 715 Sl ARG o Tl A
A Sigy E SR Wjole)

1% Wik 2+= 17 83} Flo] Al A Baze|g)
o= o] Axzelelst B35 PHrAAel Bl
YR Mizkel Sigyy e 2T, E5EA Au=
dsdelle e AEEA wAA] ARz} o)
A Bz ]9 1~5W Data partEell tHgt t|#[& A9

01 SngLq% =] 0—5].._ H]—No]r)r

1 2 3
1234567890123456789012345678901
NAV SF 1 2 : Al

Sec,

Sigyyy -

a2l 7. kst 1
Fig. 7. Authentication method 1
1 2 3

1234567890123456789012345678901
NAV SF 1 T 2 ; 3 e

Sec.

Sigar

§4§5§é|1;z§3§ 5§s|1525354;5§6|1§2§3§4§5§5|1§._.
1 |2 | 3 4 4 ] 5 4

CLS SF |

Sigers- " Sigers-
a3 8. 1% W2
Fig. 8. Authentication method 2
& H9ahe T A
2] Aol we} H=Ht 4= 9l U158 Subtype 15

e A F 13 2t} Auth TgtL QZ oAt
S e Fle] 0 A= o1 Wik 298] A A
2 Bzl 7o o] éiﬂ SRR

745 ol diAt

E 1. Subtype 15 Z= 1A
Table 1. Fields of Subtype 15
. Bit .
Field s Meaning and Value
Authentication Target
Auth Tyt 2 0: None, 1: NAV,
2: CLS, 3: NAV+CLS
NH 32 NAV header
HID 4 Hash algorithm ID (Ref. Table 5)
Signature algorithm ID
SID ! 0: ECDSA, 1: EC-KCDSA
! Bit length of signature key
Alen 2 Jo: 224, 1: 256, 2: 384, 3: 512
Public key ID for key table
PID 5
(Ref. Fig. 9)
. 448, 512
Sig. , o [y s .
TR 668, 1024 Digital signature for NAV
) 448, 512
Si . 5 5 P .
9 ors 668, 1024 Digital signature for CLS
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¥ 2. Hash ID | 3jA] &=
Table 2. Hash functions for Hash ID

Value Hash function Value Hash function
0 SHA-224 8 SHA3-384
1 SHA-256 9 SHA3-512
2 SHA-384 10 LSH-224
3 SHA-512 11 LSH-256
4 SHA-512/224 12 LSH-384
5 SHA-512/256 13 LSH-512
6 SHA3-224 14 LSH-512-224
7 SHA3-256 15 LSH-512-256

o] == shHwXR|e] #efelet. HIDS} SID= tl#]
o Aol ARSE A ot HRE A darelE
oltt. HID= 0~153t% 7HAm g=<lefulzlg<l
(KISA: Korea Internet and Security Agency)oll4] ¥
aFR= 16714 @Al dare]F o2 F 20) vieht
ot AW dwzElEerE P dE] AMgEE
ECDSA$®} e}d341-E o]83F ejviel A1 dare
Z2] EC-KCDSA(Elliptic Curve-KCDSA)ZS A}4-3F
th KLen2 YAE A AJAdol AR5l Q1719 2
o] & YeRich o] Ao|= F=le] izl Sl
sz 719] Zololrt. o] grell whet Sigy, ot Sigeps
2] Ao} AA ==, AR 7] Zeolo] 2w} Hok
PID= YAE A2 ZZel AR 3717 HlolE&
2] Aglo A 433004 At

4.3.2 NS Al mE HiAX] H|E Zo|
ol Wik 19] Fpat Q1% vl 2001419} 3o
Sigyatt Sigergs A AREE w, 7] Ao w4

E 3. Sigys s Sige, ¢Sl BIE o]
Table 3. Bit lengths of Sigy,, and Sig,,¢

Field N Si9xav Stgcrs
AuthTyt | 2 | 2 | 2| 2 | 2|22/ 2
NH 323232 32

HID 4144 4| 4]|4|4]| 4
SID S A R S O O A T I O B
KLen 22|22 |2]|2|2]:2
PID 5/5|5|5|5|5|5]|5
Sigyay | 448 512 | 768 | 1024

Sigers 448 | 512 | 768 | 1024
lTezt;tlhbit 494 | 558 | 814 [ 1070 | 462 | 526 | 782 | 1038
736

F 4. Sigy,y+Sige, 2 HIE Ao
Table 4. Bit lengths of Sigy,,+Sigo.g

Si
, Jers| 48 | s12 | 768 | 1024
SLgNAV

Auth. method 1-1 942 | 1070 | 1582 | 2094
448 | 954 | 1018 | 1274 | 1530

Auth. 512 [ 1018 | 1082 | 1338 | 1594
method 1-2 | 768 | 1274 | 1338 | 1594 | 1850
1024 | 1530 | 1594 | 1850 | 2106

o)
%)
<
%‘i
%)
Q
g
N
i
ni'L
%
ofy
nt
£
o
=)
m
IS
-
il

AR AAG 5 Sk % HRE 112 Sigy,, o)
Sigepsl AHEEE AR, A dalEs) 7] A
o} U A gk Weleln, A% Wk 12%
Mz T 9 daelEst 7] dols Aed 5 9l
% Sk welelth

4.3.3 7| &2

S|AIgh ko] Aot opEl M- 719
Zol= TS 93l T4k AlAl Tl
A} Z71gkel] wkel QlefulzlE-dol 4= NIST? 529
Haeks Fxsle] A= a xS 719] Aoldl of
g Aajks AAFATL AlRE WAl AMgSh=
ECDSA®} EC-KCDSAZ2| 7%= 2030374+
1128 E Beltwol| sl 2240]E 7]5 s}
1 o] Fofli= 128H| E K= o]Ak]l 256, 384, 512
HE 718 dustz gk

A4 & areddted, 17 99 Fro] A U
YZHSID)F 7] ZHo|(KLen)HE PIDE AlH=E=
3270 FNIVEE 7HA FlElo)E-S AR} Sl
= A9l a3 Jid7E AAstr ddrlddle A
ol Ha3 i7lE AR Sl gizlEd |
aigtel] mEH AH-g- 712] ARSTIER H T 2o
214 F7|2 A shue] ele]Ee 3217t
AREEE = gl 94 8 E HE A vl 5§
= 3] HlolEE A AN HolES AA
37| s FE om, AT HRE 129} o] Siga,y
o} Sigepsoll TR daelEE AR 73 11 99
22 HolEs A7 1M EA 2 A 5 gl

Helek

E

d

o
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i A v 2 A AR RAEAA] S

0(224)

1 (256) [—

Key
Length

2 (384) [

3 (512) —

T2 9. vAE A8 7] ElelE

Signature Algorithm ID

0 (ECDSA) ] 1(ECKCDSA)
+— ECDSA-224 EC-KCDSA-224
| 1D | Privatekey [ Public key | [ 10 | privatekey | _Public key |
[ 0
1 1
3 3
~—+ ECDSA-256 EC-KCDSA-256
[ 1D | private key | _Public key ] [ 1D | private key | _Public key
[ 0
1 1
31 Ell
=+ ECDSA-384 EC-KCDSA-384
| 1D | privatekey | Public key | [ 10 | privatekey | Publickey |
(] 0
1 1
31 31
- ECDSA-512 EC-KCDSA-512
[ 10 | privatekey | Public key | [ 10 | privatekey | Publickey |
0 0

1

31

1

31

Fig. 9. Key table for digital signature

4.3.4 21Z HA}

w2l W A]%]2] Subtype 155 G415 Z2A|
1 29 o] <lF A2 efgic) mkef 1S
vkl 125 AR89 ZLZAA 29] 3HE CLS=
o] 27)¢] Mz |lel sfFdt Zlolet. ek whA|E}
DAl A FASel Al AR wAR] QlSEA|
22 Zlo| =2 H7|sfof gkl
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Procedure 1. Verification for NAV message

I

AT < 1" LSB of AuthTgt
I (AT = 1)
NAV < Navigation message

If (NH # Header of NAV) return

H() < Hash function specified by HID
HV «— H(NAV)
V() <« Verification algorithm specified by SID
PK < Public key from key table specified by SID,

return

Klen and PID

Ned

. Check if V(HV, PK, Sigya V) = success
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Procedure 2. Verification for CLS message

No LW

AT <« 2™ LSB of AuthTyt
LI (AT = 1)
CLS < Data part 1~5 of CLS message
H() < Hash function specified by HID
HV < H(CLS)
V() <« Verification algorithm specified by SID

. PK < Public key from key table specified by SID,

return

Klen and PID

]

. Check if V(HYV, PK, Signa V) = success
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(1) TFAF(Time to First Authentication Fix)
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(2) TBA(Time Between Authentication)
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(3) TFUD(Time to First Unauthenticated Data)
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(4) TBUD(Time Between Unauthenticated Data)
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(5) DTFAF(Delay Time to First Authentication Fix)
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