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ABSTRACT

The wide accessibility of LEO satellites networks and exposed links are main factors that increase the threat
of network attacks. An LEO satellite mega-constellation networks are more vulnerable to network attacks
because they constitute extensive communication links in outer space. Especially the characteristics of
dynamically varying propagation delay time between end-to-end constellation in LEO satellite networks increase
the threat of replay attacks in authentication. This paper proposes a technique to use dynamic timestamps
resistant to network replay attacks. To this end, this paper suggests the technique to calculate the allowable
range of dynamic timestamps using the delay of inter-satellite links. And the authentication procedure was

improved to use the dynamic timestamps. Through simulations, it was confirmed that the proposed technique

could reduce the threat of regenerative attacks.
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Table 1. Simulation parameters

A o
A= $149] 1%(h) 550km
IR FHo) e 10km
N, 15
M, 15
Phasing Factor (F) 0
trrr-NCC 10ms
tRTT—min 3.7ms
tRTT—MAX 18.2ms
ISL Processing delay(tmoc) 1.0ms
Attacker processing delay(?,,. . sacker) 10ms
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